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AiSP News & Highlights

(NOTICE) SingCERT Advisory on enhancing cybersecurity posture amidst the Israel-Hamas conflict

Threat actors are leveraging the recent Israel-Hamas conflict to propagate disinformation and launch cyber-attacks, such as
phishing, distributed denial-of-service (DD0S) and ransomware attacks. There have also been reports of more than 100
websites in Israel disrupted, including sites belonging to the government, media as well as relief groups providing aid.
Websites impersonating relief groups seeking donations have been set up to trick the public, and pro-Palestinian hacktivists
have also threatened to carry out hacking operations including web defacements.

Organisations and individuals are strongly recommended to remain vigilant and put in place cybersecurity measures to fortify
their online defences.

Read here for the full advisory

Join us for AiSP Advisory Clinic on 17 November 2023!

ADVISORY CLINIC

Cybersecurity Awareness & Advisory Programme

17 Nov | 1.30 PM - 530PM

9 JustCo @ Marina Square

Organised by Supported by

ASP cAAP LQ)Sg fniees

As part of AiISP Cybersecurity Awareness & Advisory Programme, AiSP hope to elevate CyberSecurity Awareness as integral
part of SME Business Owner Fundamentals and Establish a Self-Sustainable Support Ecosystem programme with active
participation from Agencies, Business Associations, Security Communities and Vendors.

Targeted for Singapore SMEs, the CAAP aims to drive digital security awareness and readiness. Supported by CSA, Our
CAAP operating committee focuses on:

1. Enhance security awareness and training
2. Create cohesive security knowledge resources
3. Offer security solutions and service support

This year AiSP will be organising our first advisory session and we would like to invite you to participate in our advisory clinic.

Register here



https://www.aisp.sg/news.html
https://forms.office.com/r/VHmFTR6Gg6

Join us for AiSP Knowledge Series: Cyber Threat Intelligence on 22 November 2023!

CYBER THREAT INTELLIGENCE

KNOWLEDGE SERIES

% .22 Novempber 2023 @ 3PM-5PM (0) Zoom )
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DFIR Specialist Sr Regional SE
Blackpanda Crowdstrike

In this Knowledge Series, we are excited to have Blackpanda & Crowdstrike to share with us insights on Cyber Threat
Intelligence. Based off Information Security Body of Knowledge (BOK) 2.0 content topics, AiSP has been organising a series of
knowledge-sharing & networking events to enable our members with a better understanding of how IS-BOK can be
implemented at workplaces.

Register here



https://us06web.zoom.us/webinar/register/3916981121845/WN_ERqXm7vAT4-wtclE6B8JFw

Join as Career Mentors for NTUC Mentors Community!

ntuc

National Trades Union Congress

NTUC Mentorship Programmes:

Mentor Application Form

Thank you for your interest in becoming a mentor. The information provided will enable us to understand you better.

This form will take approximately 6 minutes to complete.

We firmly believe that nurturing talent and fostering professional growth for the youth and PMEs are pivotal to our
organization's success in membership and mindshare. Mentorship is a cornerstone in achieving these goals, and your
department plays a crucial role in the success of MCE.

For Your Mentors: We invite your mentors to come on board and to share their wealth of knowledge and expertise.

By participating as mentors in our ecosystem, they will have the opportunity to:

1. Make an Impact: Mentorship is a meaningful way to give back to the society and guide the next generation of talent.
2. Personal Growth: Being a mentor provides personal and professional growth opportunities by attending training
tailored for them.

3. Networking: Mentors can expand their professional network by connecting with other mentors from diverse
backgrounds and experiences.

For mentors who are interested in participating, please register below. We will work closely with you to ensure a smooth
onboarding process.

We truly believe that together, we can create a dynamic and supportive environment that empowers our workers to better life,
better welfare, and better job prospect.

Register here



https://forms.office.com/r/zpAEqApm2Y

Promo/Offer Price for AISP Members who signed up for NTUC Membership:

SGD118 + 8% GST — Off-Peak 2D1N stay at Parkview Room + 4 WWW tickets Usual Price: $432 + GST
Booking period: 1 Sep 2023 to 30 Dec 2023
Stay period: 4 Mar 2024 to 30 Sep 2024 (off-peak period)
Offer: Room inclusive of 4 Wild Wild Wet Day passes.
Rate: from $118+ GST per room per night as member can select add-ons eg booking of BBQ pit
Room type: Park View room
Register here

T&Cs:
« Valid for stay from 4 Mar — 30 Sep 2024 during off peak period and not applicable on blackout dates
* Only applicable for NTUC Union member only. Valid NTUC membership card and NRIC must be presented upon check-in for
verification of membership. D'Resort @ Downtown East reserves the right to revert the pricing to the Best Flexible Rate if
registered guest fails to do so.
» Booking can be made via www.dresort.com.sg by log in as member with promo code {TBA} by 30 Dec 2023.
» Booking must be made 6 months in advance prior to arrival date.
* Applicable for Park View room only and are subject to availability, not applicable during blackout dates
» BBQ pit booking is subject to booking fee and availability
» Request for ground floor room is subject to availability and surcharge of SGD 30+ GST per room per night will apply.
» Wild Wild Wet closed on Tuesday. Refer to https://www.wildwildwet.com/visitor-information/quest-services for the latest
operating hours.
* In the event of cancellation, modification or no-show, booking charges are strictly non-refundable
* Not applicable for group and corporate bookings, and/or with other promotions, discounts or offers
* D'Resort @ Downtown East reserves the right to amend these terms and conditions without prior notice



http://www.dresort.com.sg/
http://www.dresort.com.sg/
https://www.wildwildwet.com/visitor-information/guest-services

AiSP Events and Updates

Registration for NTUC Social Membership
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READY TO ADD SPARK TO YOUR MEMBERS' LIVES AND LIVELIHOODS? L
The NTUC-U Associate Membership Collaboration is an exclusive add-on membership for
professional associations in the U Associate network. It will give your members access to
exciting career, lifestyle and leisure benefits!
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MEMBERSHIP COLLABORATION!

AiSP is collaborating with NTUC to provide an exclusive
membership package only for AiSP Members at $10/year
(inclusive of GST).

Some benefits include

e Career advancement and professional development
through U PME Centre’s suite of career advisory
services.

e Enhanced Lifestyle through interest-based leisure
activities.

e Savings on lifestyle products and services through the
Link Rewards Programme.

Please fill in the form below and make payment if you would
like to sign up for the membership.

https://forms.office.com/r/qtjMCK376N

Bundle Promotion for QISP Exam and Newly Launched
BOK Book
Promotion till 16 December 2023!

A.SID
Advance Connect Excel

Limited Time Promotion for
QISP Exam and BOK Book!

While stocks last!

IS-BOK 2.0

INFORMATION SEGURITY

PZEoDY BFKNOWLEDAE .

Publstind by

$216 inclusive of GST
U.P $486 before GST

For a limited time, get our Qualified Information Security Professional
(QISP) Exam Voucher (U.P $370 before GST) along with the newly
launched Information Security Body of Knowledge (BOK) Physical
Book (U.P $80 before GST) at the limited promotional price of $216
(inclusive of GST).

Why This Bundle?
¢ QISP Exam Voucher: Propel your career with the QISP
certification. Prove your skills and stand out in the competitive
cybersecurity landscape.
* BOK Book: The Body of Knowledge (BOK) is your comprehensive
guide to mastering the key concepts, principles, and practices in
cybersecurity.

Please scan the QR Code above to make the payment of $216
(inclusive of GST) and reply to this email which the secretariat will
follow up with the collection details for the BOK book and the voucher
code. Limited stocks available.

Promotion is valid until 16 December 2023.

Please note that the QISP Exam must be taken by 16 December
2023.

Terms and conditions apply



https://forms.office.com/r/qtjMCK376N

Singapore FinTech Festival (SFF)
2023
15 - 17 November 2023

IS SINGAPORE
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The World's Most
Impactful FinTech Festival
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The 8th edition of the Singapore
FinTech Festival (SFF) will take place
from 15 -17 November 2023 at the
Singapore EXPO. SFF 2023 will focus
on the growth and adoption of Artificial
Intelligence and how this technology
can potentially be used in financial
services. As the world’s most impactful
FinTech event, last year’s edition
brought together over 62,000
participants from 134 countries.

SFF is organised by the Monetary
Authority of Singapore, Elevandi and
Constellar and in collaboration with The
Association of Banks in Singapore.

Register here

SFF Championing Beneficial Al
15 - 17 November 2023

15| SINGAPORE
17 |FINTECH
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Championing Beneficial Al

Organisations Supporting the Dialogue

We will foster a foundational debate on
artificial intelligence (Al) by convening
leading thinkers from civil society,
technologists, financial institutions, policy,
investment and entrepreneurship. This
debate will explore the paradigm shift in
human thinking that Al is ushering in, as
well as the current state of Al in the
financial sector.

View Agenda here

SFF Fostering
Responsible Tokenisation
15-17 November 2023

15| SINGAPORE
17| FINTECH
5% | FESTIVAL™

Fostering
Responsible Tokenisation

porting the Dialogue

Join us in adopting responsible
tokenisation of financial and tangible
economy assets with a collaborative

stakeholder engagement.

View Agenda here



https://ter.li/SFF23CPAISP
https://www.fintechfestival.sg/agenda/beneficial-ai
https://www.fintechfestival.sg/agenda/responsible-tokenisation

Optimize Your IT Strategy with
TITANS: Partner with Our IT
Outsourcing Experts

‘[ TITANS 1.

If you're interested to find out more,
contact |adislav.graner@czechtrade.cz

to schedule a meeting with TITAN's
Managing Director Mr. Kristidn Samler
and Senior Business Development
Manager Mr. David Lazor at the
upcoming Singapore Fintech Festival.

Unveiling the Future of Large Language
Models & Generative Al
20 November 2023

/iSUS | SANVIDIA.

@SEAGATE

Unveiling the Future of
Large Language Models &
Generative Al

© (80 Bras Basah Rd, $189560)

Venue
(Function R Indis

Date: N

RSVP Now

We are excited to invite you for a unique
opportunity to delve deeper into the
world of Large Language Models (LLMs)
and Generative Al. Don’t miss this
transformative opportunity to learn from
industry leaders how to drive your
enterprise towards greater success.

Don't miss this unique opportunity to
embark on a journey into the world of
Generative Al and Large Language
Models, equipping yourself and your
organization with the knowledge to lead in
an Al-driven future.

Register here

CISO Auckland
21 - 22 November 2023

[C}4 orinium

WED 22 NOVEMBER

CISO Auckland

TUES 21

P Connecting you to what's next in InfoSec

REGISTER NOW

CISO Auckland is the ultimate gathering of
New Zealand's top InfoSec decision-
makers! At CISO Auckland, we bring
together industry experts and thought

leaders to discuss everything from
mitigation, response, and recovery to GRC
and cross-functional collaboration. You'll
gain insights on enabling business growth
while fortifying against evolving threats.

Register with $500 off using code
CISOAUCPARS500

Register here



mailto:ladislav.graner@czechtrade.cz
https://partner-apac.ingrammicro.com/UnveilingTheFutureOfLLMsandAI-AMInquiries?elqTrackId=F57E8F2E2D6AA99248C1A2A9393C2F09
https://bit.ly/3QPDTNY
https://partner-apac.ingrammicro.com/UnveilingTheFutureOfLLMsandAI-AMSession?elqTrackId=5A81A32720706FDC79392FCD34D9CC09

Global Data Center & Cloud Summit
2023
22 November 2023

2’) Cloud):

Global Data Center QCIoud Summit2023

» Jakarta | Indonesia

¥

Join the Global Data Center & Cloud
Summit in Jakarta, Indonesia on Nov.
22, 2023! We'll explore transformative
technologies like big data, cloud
computing, security, Al/ML, and more.
This live event unites industry leaders,
fostering connections and learning
opportunities. Don't miss it!

Register here

CISO Indonesia
29 November 2023
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Mark your calendar because we are
thrilled for the upcoming CISO Indonesia
2023! This event will be happening on 29

November at the Pullman Jakarta
Indonesia.

Register using the discount code
CISOIDPARS500 and receive $500 off the
standard rate!

Register here

Vulnerability Assessment: Identifying
Blind Spots
7 December 2023

$ BLACKPANDA  AISP

VulnerabilityAssessment

% 07 Dec 2023
3:00 PM - 330 PM {SG/HK}

Are you a Managed Service Provider
(MSP) or Managed Security Service
Provider (MSSP) looking to provide more
proactive and value-driven cybersecurity
solutions to your clients?

Join us for a 30-minute webinar to explore
how vulnerability assessment can
empower you to improve your clients'
security posture and reinforce your role as
their trusted cybersecurity partner.

Register here



https://qingflow.com/f/3d55e8ea?qfchannel=bede
https://bit.ly/3qsRKz3
https://zoom.us/webinar/register/8816999239419/WN_hKKjj_6FRWCOgLV7fTDC9Q

STANDCON 2023
9 — 10 December 2023

STANDCON

CYBERSECURITY CONFERENCE
PAVIN CYBERVERSE

MAIN TRACK COMMUNITY

verossnom Gt TRAEK

$25 | FREE

STANDCON is an annual
flagship Cybersecurity
Conference and Capture the
Flag Competition organised
by NOH4TS, Division Zero.
This year, STANDCON will
be held from 9-10 December
2023 at SIT@DOVER.

With lots of digital
possibilities awaiting you,
register and secure your
ticket to the STANDCON

now.

AiSP Members can use the
code FRIENDSOFNOHA4TS to
enjoy the main conference
track at a discounted rate.

Register here

Cybersec Asia 2024

i CYRERSE - www cybersec-asia.net
E el AiSP

CYBERSEC ASIA | SHIELD YOUR CORE

31Jan - 1Feb 2024

ional Convention Centre (QSNCC)
d

@ 10:00-17:00 hrs

"Cybersec Asia 2024”
(www.cybersec-asia.net) is
taking place in Bangkok
(QSNCC) on Jan 31stand Feb
15t 2024. The international
event is bringing together
cybersecurity, cloud solutions
and data management
professionals, experts and
enthusiasts from across the
region, with a specific emphasis
on the CLMVT market.

Register here

31 January — 1 February 2024

Seamless Asia 2024
20 - 21 February 2024

TN SONN US AT I,

seamless

PAYMENTS. E-COMMERCE.
BANKING.

The three sectors on which
Asia’s future digital economy
will be built; and Seamless Asia
is the only event that brings
them together. Join us on 20 —
21 Feb at Suntec Singapore for
a chance to partner, learn,
connect and make great strides
as Asia’s digital commerce
ecosystem gathers under one
roof.

Use Promo Code: AISP10 for
10% off delegate tickets

Register here

Calling all Singapore Citizens!
Passionate about exploring
deep digital technologies to
advance Singapore's national
security? Join us in developing
innovative solutions to support
national missions such as cyber|
defence and counter-terrorism.

Register here

Cyber & Digital Technological
Jobs at CSIT

CliskTe
APPLY NOW



https://standcon.n0h4ts.com/register
http://www.cybersec-asia.net/
http://www.cybersec-asia.net/
https://secure.terrapinn.com/V5/step1.aspx?E=10800&utm_source=partners&utm_medium=listing&utm_campaign=part&utm_term=third-party&utm_content=aisp&trc=part
https://go.gov.sg/csit-oct-2023-career-email-link

Gain the Competitive
Advantage and Build
Consumer Trust with
IMDA'’s Data Protection
Trustmark!

3 Business Benefits I_
in3 Steps with the Y Assured

Data Protection Trustmark

The Data Protection
Trustmark (DPTM) is a
voluntary, enterprise-wide
certification that is developed
based on Singapore’s
Personal Data Protection Act
(PDPA) & international
standards, and serves as a
badge of recognition that
your institution adopts
accountable & responsible
data protection practices.
Since the launch in 2019,
more than 200 organisations
have being certified, with
many more undergoing
assessment.

Register here

Get a Free Trial Today!

@ voTIrRG

Hop onto a Free Trial Today!

Votiro's Approach to Zero Trust Content Security
- Content Disarm and Reconstruction

See how Votiro stops threats
before they ever reach your
endpoint!

With a free 30-day trial, you'll
strengthen your security
posture and experience first-
hand how Votiro intelligently
detects, disarms, and delivers
safe content via email, web
browser, web upload, data
lakes, collaboration tools, and
more — while also delivering
valuable analytics on the
incoming data.

Get a Free Trial Today!

Register here

Hop on to a Demo!

*» VOTIRG

Securing Files
Everywhere

Votiro's Approach to Zero Trust
Content Security - Content Disarm
and Reconstruction

vty ISP

Schedule a Demo today with
Votiro!
Get a personalized demo of
Votiro Cloud and learn how you
can receive safe content while
getting threat intelligence on
incoming malicious files.

Votiro is a Zero Trust Content
Security company with a focus
on helping organizations disarm
and deliver safe files wherever
the users or applications are
interacting with the files.

Connect with us anytime to
explores how Votiro has
sanitized more than 7 billion
files in its mission to protect
customer data and content.

Hop on to a Demo Today!

Register here

Hop on to a coffee chat with
Votiro Team!

VOTIRG
m=gu | =

Lets Chat!

Votiro's Approach to Zero Trust

oty oreretovausy IS

Let content flow freely and
securely.
Organizations often face
significant challenges just
keeping pace with
cybercriminals. These attackers
constantly evolve their
strategies and tactics, trying to
circumvent a company’s
security technology. No longer
do organizations have to make
the decision between security
and productivity. With Votiro
Cloud, your incoming content is
secure and your businesses
and applications work
seamlessly.

Learn more about Votiro sets
the bar for preventing hidden
threats.

Register here



http://www.imda.gov.sg/dptm
https://votiro.com/request-free-trial/?hsCtaTracking=13afb323-9013-4aa7-aae5-458e814d998c%7C67d6d602-3fa2-47ca-aa6f-0844e7f9e4a4
https://votiro.com/schedule-a-demo/
https://s3.amazonaws.com/pages.thebiz.link/Votiro+meet+the+team+v5.html

Professional Course Development

Three Courses for Profes/sionals
to Lead the Blockchain Revolution

EC-Council Launches Three New Blockchain Certificatjon
Courses to Meet the Industry Requirements of:

RS

BDC B/BLC B FC

Blothchan  Developsr Cortfiation Bleckchois  Beviness Lsoder Certication Blockdhaln  Firtech Cortfation

Developers Business Leaders | Fintech Professional
-

REGISTER NOW

EC-Council’s Blockchain Certifications Overview

EC-Council’s blockchain certification courses are curated by experts to support the growing demand for skilled blockchain
professionals.

These programs have been designed to meet the industry requirements of developers, business leaders, and fintech
professionals in this rapidly growing area.

Our blockchain certification courses consist of three knowledge and competency areas:
development, implementation, and strategy.

During the course, students get exposure to multiple blockchain implementation concepts and
a unique guideline for sustainable and scalable blockchain development using quantum-resistant ledgers.

Considering the market opportunity and skills required for different target groups, EC-Council has
launched three new blockchain programs:

1. Blockchain Business Leader Certification (BBLC)
2. Blockchain Fintech Certification (BFC)
3. Blockchain Developer Certification (BDC)

Blockchain technology is becoming more prominent in today’s digital world, and getting
certified is a great way to showcase your knowledge and lend credibility to your resume.

EC-Council’s expert-designed courses will provide you with hands-on experience and
help you gain valuable insights that are mapped to real job roles.

Special discount available for AiSP members, email aisp@wissen-intl.com for details!



mailto:aisp@wissen-intl.com

AiSP Courses to help advance in your Career & Knowledge

Qualified Information Security Professional Course
(QISP) E-Learning

HEREN AISP

QIS P

Qualified Information Security Professional

READY TO TAKE YOUR CYBERSECURITY
SKILLS TO THE NEXT LEVEL?

JOIN OUR VLT CLASS!

Enrol for QiSP inaugural VLT batch to enjoy
50% discount from the course fees!

Based on the latest version of BOK, this
course will prepare you for QiSP exam.

Scan the QR code to find out more!

www.wissen-intl.com/qisp

Click here for our Contributed Contents from our partners
Click here for the job postings available for a cybersecurity career
Click here to view the SME Cyber Safe Portal

Click here to view AiSP Cyber Wellness Portal

Our Mailing Address is:
6 Raffles Boulevard, JustCo, Marina Square, #03-308, Singapore 039594

Please click here to unsubscribe if you do not wish to receive emails from AiSP.



https://www.aisp.sg/publications.html
https://www.aisp.sg/jobs.html
https://www.aisp.sg/smecybersafe/index.html
https://www.aisp.sg/aispcyberwellness/index.html
https://forms.office.com/Pages/ResponsePage.aspx?id=djqfDWposUWGv6rucAq_q-k26bVZ_o5Bn-l2M1zTphtUMllaMElCN0cxRjhUTVczNThOWEhDQ0pVSS4u&wdLOR=c8FB45704-8EA5-42D3-9DD2-BD1805EC621D

